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Outline

« The space environment and our motivations

e Total ionizing dose effects and area efficient miti  gation for
SRAM
— TID effects in CMOS circuits
— Conventional layout approaches and their difficulty in SRAM
— NMOS reverse body bias for SRAM TID mitigation
— Experimental results on 130 and 90 nm technologies

« Single event effects and their mitigation in SRAM
— SEU and SET in SRAMs

— 90 nm experimental measurements at the TAMU Cyclotron Institute

— 130 nm circuits for SRAM SEE detection and mitigation and heavy ion beam
test results

— A brief discussion of the spacing required for critical nodes
e Conclusions

L. T. Clark CMOS ET 2008



The Space Environment
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* |ICs are susceptible to total ionizing dose (TID) de  gradation of
device responses and single event effects (SEE) whi  ch are
primarily single event upset (SEU) of storage (memo  ry) or single
event transients (SET)

 The purpose of this research

— Determine the most power and area efficient design techniques to produce radiation
hardened ICs for space applications on commercially available fabrication processes
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TID Leakage Increase in MOS

— lonizing radiation generates electron-hole pairs in transistor oxides

— Modern processes have little or no threshold voltag e (Vy,) shift due
to trapped thin oxide charge

» Impact is primarily at the shallow trench to thin oxide interface at the transistor
edges—With irradiation, the V,, of these parasitic edge devices shifts down, allowing
their currents to dominate IC leakage

» Parasitic conduction paths may also
be created under the STI

. Shallow Trench
Positive _7 \ Field Oxide

polysilicon

Trapped
Charge

|

V=

1 1 [M. Shaneyfelt, et al., IEEE TNS, 45, Dec. 1998,
pp. 2284-2292]

— Key point: If the NMOS gate is biased off (V 55 =0 V), the TID effects
are largely mitigated
» There is no field to drive the trapped holes to the interface
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Layout Styles vs. Device Width

— “Edgeless” transistor geometries eliminate the drain to source
edge leakage path—both sides of the edge are the sam e potential
» The annular enclosed gate style is most efficient
However, it has a relatively large minimum width

As width increases it is easy to use the edgelesst  ransistor geometries but
it is less important (smaller edge to total width r atio)

2-edge single-sided ring 2-sided ring annular
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SRAM Cells: Edgeless vs. 2-Edge Transistors
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PMQOS access transistor SRAM cell
IS large
— Requires weak “ring” gate NMOS for
sufficient write margin
Two-edge NMOS access cell
smaller

— 0V on access transistor gate most of the
time—low TID leakage increase

— This design does not affect the leakage
paths under the STI

— A large cell size still results

Another problem:
— Future processes do not allow 45° angles
on gates or diffusions
A different approach to mitigating
TID is needed

We know that reverse body bias
affects off-state leakage by up to two
orders of magnitude but on-state
current by 5-10%

— Can we use it to reduce the effects of the
parasitic leakage paths?



Test SRAM Array Organization

Can apply reverse
body bias (RBB) to
SRAM cell NMOS
transistors
dynamically

Can simulate triple
well process with
constant RBB

Can apply NMOS RBB
with supply collapse
— Usual commercial low
standby power mode
Simple leakage only
SRAM and transistor
arrays also irradiated
and measured
— Can give more physical
insight
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Transistor Level Irradiation Results

Irradiated 90 nm two-edge NMOS * [rradiated 130 nm two-edge NMOS
transistors to 1Mrad(Si) with transistors vs. dose

— Vg=0V — Vs =Vpp

— Vp=Vs=Vpp — Vp=Vs=0V

 RBB shows clear improvement
Issue: Very difficult to guard ring
two-edge transistors
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130 nm SRAM Array Irradiation
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90 nm SRAM Array Irradiation

5 kB two-edge transistor SRAM array irradiated under different
bias conditions

— Only Type 1 = All two-edge transistors arrays examined
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Single Event Effects

* Focus here is on heavy ions

_ | — Most energetic—extra capacitance rarely
| h A nJ | sufficient for mitigation
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SEEaA—) . SEU
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b — Upset of the stored value in a latch or memory
7y element

| 4 « SET
— Upset of a logic output state

— Automatically recovers due to the driving circuit

L =L * These are only important if the value is capturedb ya
._|_ _|_. sequential circuit while in the in the incorrect st ate
or...

 If they cause the circuit to perform an erroneous
operation

‘_\77  AKkeyissue for SRAMs is that an SET can
cause inadvertent writes

ET —m — The wrong word line (or a second word line) strike
. . . writes SRAM row, including the ECC bits
i = I —qEI_F— ' l = —qE!r_F— » Architectural state irretrievably corrupted (silent ly?)

ﬁ%a# >—IZII——|I21L  DRAMs commonly experience single
3 3 event functional interrupt (SEFI)

— Mode and configuration (stored in latches) upset
11
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SRAM Design for SEE Experiments

1.2 Mb SRAM in ceramic
FPGA

90 nm low standby power
(LSP) process

40 bit words with 32 data and
8 ECC hits

Fully synchronous design
— Small signal sensing
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SRAM Circuits
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Simyme
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BL15 BLNI15

Totally unhardened design
— Except well and substrate taps every 8 cells to
alleviate single event latchup in ion beam testing
Small signal differential sensing is used

— Sense amplifier acts as master and set-reset latch
as slave for static output

— WL asserted on CLK rise
— Sensing occurs on CLK fall

Each column interleaves 8 bits for
horizontal separation

— Sense amplifier and write circuits shared between
columns above and below

— CMOS BL multiplexers allow single write circuit
and simple (static) timing
Error detection and correction code
words have their bits separated by the
column interleaving

— A single particle hitting cells 8 or more apart may
cause an uncorrectable error
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lon Beam Testing

15 MeV/u beam at Texas A & M
University Cyclotron Institute
— Ar, Ne, Xe ions

Four test patterns to determine MBU
pattern dependency

 Itis important to differentiate between the
logical and physical BL mappings so that the
charge state of adjacent diffusions is known for
each test
— Address in each word—to make WL
SET evident

— Solid (logical pattern)—This creates
vertical stripes in actual adjacent
diffusions since BL, BLN are flipped in
adjacent cells

» We refer to this as “stripes” in subsequent
discussion

— Vertical stripes—This places
horizontally adjacent diffusions in the
same charge state

» We refer to this as “solid ones”

— Checkerboard—Emphasizes diagonal
upset patterns
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Bit Cross Sectionvs. LET and V
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Bit Cross Sectionvs. LET and V

Higher voltages invoke different collection mechanisms at high LET ¢
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MBU Stored Pattern Dependency

 The stored pattern
determines adjacent
diffusions in the same
charge state

e (0°beam incidence and
LET = 59 MeV-cm?/mg

— Checkerboard (top)
emphasizes diagonal
errors

— Vertical stripes
(middle) emphasize
vertical MBU

— All zeros (bottom)
allows more 4 bit
MBUs

A WL SET is evident
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MBU Angle Dependency (H)

The average
number of bits
upset by a single
particle strike
Increases slightly
with the beam
Incident to the
surface at an
angle
— LET =59 MeV-
cm?/mg
— Horizontally oriented
beam (along WL)
— “Stripes” pattern

Angles are 0°, 42°,
53°, and 65°

Limited by the beam
energy

— Cannot penetrate
the polyimide, ILD,
and metallization at
greater angles using
the 10 MeV/n beam
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MBU Angle Dependency (V)

« The average
number of bits
upset by a single
particle strike
Increases slightly
at angles

— LET =59 MeV-
cm?/mg

— Vertically oriented
beam (along BL)

— “Stripes” pattern
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Required Code Word Bit Spacing

« In space the ion energies are much
higher and particles can cross
through the die horizontally

— There are angles at which multiple cells
will definitely be hit by the particle track

— The likelinood is a function of the
collection region and the cell spacing

1= 1% cell critical

. Surface of the dic
node spacing

Collection width
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We can calculate the
required spacing by
geometric arguments
relating the angle to the
depth (and width) of
collection

For terrestrial (neutron

and alpha) this is a few

mm

— This will require greater
interleaving of cell
columns as cell
dimensions shrink but will
not be a large problem

For space applications
the spacing needs to be
on the order of 30 mm
— This makes low power
design increasingly
difficult
— Larger arrays, bit per
array type designs are
common
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SET Detection/Mitigation Circuits: WL
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Redundant global
and local WL drivers

— There is contention

on the local WL
driver if one of the
global WLs is
Incorrect

Provides insufficient
Vg5 on the SRAM
cel? access transistor
to write

One local WL driver
for every 8 bits

— Eachcellisin a

separate ECC code
word

On writes, must
detect that the write
did not occur and
signal that it must be
retried
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SET Mitigation Circuits: Other Controls

» Redundant write controls

=
= — Avoids an inadvertent write
== : :
-  Detect that write did not
22 | occur when one of the
00 \ enables is in error
DataWrBar DataWi f — Same circuit as for WL
—< AN g ) )
* r N = SET folls write
ColEnLwordt by ColEnLword0 5
o ! H—<= £ g =
ColEnRword( N ColEnRword( % E cee % é
TR
l I l DATAOUT
B S
T T T
< - a [ X N J = % - =
T T T o:  Dynamic read using both
A - BL and BLbar allows
v \ 4 detection of read errors
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Conclusions

ICs intended for space applications can achieve rad iation hardness
through proper design that is as good as when using specialized (rad-
hard) processes

— SRAM is the most difficult circuit to harden with design techniques, particularly at
reasonable area cost

TID can be mitigated with minimal area impact by us  ing NMOS reverse
body bias

— This will be increasingly important in RHBD for future processes that do not support
45° gate and diffusion edges

High LET vertical strikes result in large number of cell upsets
— Indicates that diffusion (not just funneling) is important to MBU

— Cﬁell upset is clearly a function of both the amount and proximity of the deposited
charge

— Spatial extent of MBU drops rapidly with lower LET (actual)
This indicates that accurate on orbit SEU calculati ons need to use

different solid angles when determining the upsets for different ion
species, i.e., different LET

SEE hardening must mitigate SET on WLs and control s ignals and clocks,
as well as SRAM cell SEU
— Simple redundant circuits can mitigate these effects with small area overhead

— Overall micro-architecture must support operation restarts when SETs are detected to
affect SRAM operations

24
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